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Introduction

Clinical decision support (CDS) systems provide clinicians, staff, patients, and other
individuals with knowledge and person-specific information, intelligently filtered and presented
at appropriate times, to enhance health and health care.! The Institute of Medicine has long
recognized problems with health care quality in the United States, and for more than a decade
has advocated using health information technology (IT), including electronic CDS, to improve
quality.”® Since 2004, when the Federal Government promoted the importance of electronic

medical records (EMRs),” there has been a slow but increasing adoption of health 1T.” It must
be remembered, though, that these health IT applications are a means to improve health care
quality, not an end in themselves.*® Further, although EMRs with computerized provider order
entry (CPOE) can improve accessibility and legibility of information, it is unlikely that there will
be major improvements in the quality and cost of care from the use of health IT without proper
implementation and use of CDS.***°

To illustrate this point, imagine the following scenario:

While his doctor is out-of-town, an elderly asthma patient who has developed severe knee
pain sees another physician in his doctor’s office. An EMR provided documentation of the last
visit, including recent laboratory results and a list of the patient’s medications. This information
easily brought the doctor up to date on the patient’s condition. The doctor entered an order for
medicine for the knee pain into the system, printed out a (legible) prescription for the patient, and
sent him on his way. Unfortunately, within 2 months, the patient wound up in the emergency
room with a bleeding ulcer caused by interaction of the pain medicine with the patient’s asthma
medicine.

Problems of this kind occur frequently, as documented in reports from the Institute of
Medicine.**® Any of several types of CDS tools could have prevented this patient’s drug
interaction. Examples include a pop-up alert to the potential drug interaction when the doctor
prescribed the new medicine; clinical prediction rules to assess the risks of the pain medication
for this patient; clinical guidelines for treatment of asthma; or reminders for timely followup.
This scenario illustrates that EMRs are the foundation for patient safety and health care quality
improvement, but CDS is an essential element in fully realizing these goals.

This review presents a summary of the state of the art of electronic CDS for clinicians. It
includes background information on the types of CDS and focuses on the outcomes of deploying
these CDS interventions. It also discusses the major issues and challenges of CDS
implementation and evaluation. After reviewing what is known about implementing CDS, the
impact from its use, and the knowledge gaps that remain, the review examines factors that can
facilitate broader use of CDS, including the role of various stakeholders in influencing CDS
adoption. This review uses both the peer-reviewed literature on implementation and outcomes of

*

Recent consensus definitions have made a distinction between EHRs (electronic health records,

records that span organizations), and EMRs (electronic medical records that contain information from a single
organization).® As technology develops there will likely be more development of EHRS, but since EMRs are more
common today the term EMR will be used throughout this paper.
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CDS and a variety of books, white papers, and recommendations put forth by national
organizations in recent years.

Types of Clinical Decision Support

Early CDS systems were derived from expert systems research, with the developers striving
to program the computer with rules that would allow it to “think™ like an expert clinician when
confronted with a patient.!” From this early research there was growing recognition that these
systems might be useful beyond research, that they could be used to assist clinicians in decision
making by taking over some routine tasks, warning clinicians of potential problems, or providing
suggestions for clinician consideration.>*®

This review focuses on CDS systems of a type known as knowledge-based CDS because they
include compiled clinical knowledge. There have been several descriptions of types of CDS and
their characteristics.*®2? Osheroff and colleagues have provided a detailed taxonomy of CDS
functions.'® Many of the early CDS systems provided expert consultation to the clinician for
diagnosis and medication selection. CDS today also encompasses a range of options, from
general references, through specific guidelines for a given condition, to suggestions that take into
account a patient’s unique clinical data. CDS can include nationally recommended guidelines at
one end of the continuum and customized order sets designed by an individual clinician at the
other.

Technological Underpinnings

Common features of CDS systems that are designed to provide patient-specific guidance
include the knowledge base (e.g., compiled clinical information on diagnoses, drug interactions,
and guidelines), a program for combining that knowledge with patient-specific information, and
a communication mechanism—in other words, a way of entering patient data (or importing it
from the EMR) into the CDS application and providing relevant information (e.g., lists of
possible diagnoses, drug interaction alerts, or preventive care reminders) back to the clinician.
CDS can be implemented using a variety of platforms (e.g., Internet-based, local personal
computer, networked EMR, or a handheld device). Also, a variety of computing approaches can
be used. These approaches may depend on whether the CDS is built into the local EMR, whether
the knowledge is available from a central repository (possibly outside the local site and accessed
and incorporated locally when needed), or whether the entire system is housed outside the local
site and is accessed, but not incorporated into the local EMR. In principle, any type of CDS
could utilize any of these underlying computational architectures, methods of access, or devices.
The choices among these elements might depend more on the type of clinical systems already in
place, vendor offerings, workflow, security, and fiscal constraints than on the type or purpose of
the CDS.

Target Area of Care

Many of the technology differences described in the previous section need not be apparent to
the user. The following factors may be more relevant to the clinician user or those assisting with
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implementation: (1) the primary need or problem and the target area of care for which the CDS is
being considered (e.g., improve overall efficiency, identify disease early, aid in accurate
diagnosis or protocol-based treatment, or prevent dangerous adverse events affecting the patient);
(2) to whom and how the information from the CDS will be delivered; and (3) how much control
the user will have in accessing and responding to the information. A key decision is whether
CDS can help solve the need or problem identified.

CDS can provide support to clinicians at various stages in the care process, from preventive
care through diagnosis and treatment to monitoring and followup. CDS as implemented today
can include, for example, order sets tailored for particular conditions or types of patients (ideally
based on evidence-based guidelines and customized to reflect individual clinicians’ preferences),
access to guidelines and other external databases that can provide information relevant to
particular patients, reminders for preventive care, and alerts about potentially dangerous
situations that need to be addressed.

The most common use of CDS is for addressing clinical needs, such as ensuring accurate
diagnoses, screening in a timely manner for preventable diseases, or averting adverse drug
events.?® However, CDS can also potentially lower costs, improve efficiency, and reduce patient
inconvenience. In fact, CDS can sometimes address all three of these areas simultaneously—for
example, by alerting clinicians to potentially duplicative testing. For more complex cognitive
tasks, such as diagnostic decisionmaking, the aim of CDS is to assist, rather than to replace, the
clinician,?*® whereas for other tasks (such as presentation of a predefined order set) the CDS
may relieve the clinician of the burden of reconstructing orders for each encounter.® The CDS
may offer suggestions, but the clinician must filter the information, review the suggestions, and
decide whether to take action or what action to take. Table 1 below provides examples of CDS
that address a range of target areas. For more examples of how various types of CDS can be
applied to addressing specific improvement objectives, see the work of Osheroff and his
colleagues.™

Table 1: Examples of CDS interventions by target area of care

Target Area of Care Example
Preventive care Immunization, screening, disease management guidelines for
secondary prevention
Diagnosis Suggestions for possible diagnoses that match a patient’s

signs and symptoms

Planning or implementing treatment Treatment guidelines for specific diagnoses, drug dosage
recommendations, alerts for drug-drug interactions

Followup management Corollary orders, reminders for drug adverse event monitoring

Hospital, provider efficiency Care plans to minimize length of stay, order sets

Cost reductions and improved patient | Duplicate testing alerts, drug formulary guidelines
convenience

Delivery of CDS Recommendations to Users

Key questions in designing or selecting CDS systems are whose decisions are being
supported, what information is presented, when it is presented, and how it is presented to the
user. Although it is usually assumed that the physician is the clinician whose decisions are being
supported, in some cases it has been found that CDS is more effective if nurses and other
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clinicians receive the information.?® As for timing, the most effective time to present some kinds
of information may be immediately at the point of care—for example, delivering an alert about
drug-drug interactions during the prescribing process. Other information, such as the names of
patients being seen on a given day who need immunizations, may be less disruptive when
delivered prior to the patient encounter. The information from the CDS can be presented
automatically to the clinician or “on demand” (i.e., when the clinician chooses to access the
information). Whatever the features of CDS delivery of information, the quality of the
information and the evidence underlying it are the major determinants of the impact of CDS on
patient safety and quality improvement. The description by Osheroff, et al. of what they call the
“five rights” of CDS is a good summary of what is needed for effective delivery: CDS should be
designed to provide the right information to the right person in the right format through the right
channel at the right time (i.e., when the information is needed).™®

User Control

CDS systems differ in how much control the user has over the decision to use CDS. These
decisions involve not only whether the CDS is set up to be displayed on demand, so that users
have full control over whether they choose to access it, but also the circumstances under which
users can, after viewing the CDS information, choose whether to accept it. The two aspects of
control are related and they connect with how closely the CDS advice matches a clinician’s
intention. CDS may be designed to (1) remind clinicians of things they intend to do, but should
not have to remember; (2) provide information when clinicians are unsure what to do; (3) correct
errors clinicians have made; or (4) recommend that the clinicians change their plans. Conceived
of in this way, it should be obvious that the users’ reactions to CDS may differ with these diverse
intents.

An analogy can be seen in some of the functions of common desktop computer applications.
When a user employs the calendar functions on the computer, the calendar alarm is an
automatically presented reminder of something one intends to do. In this case the automatic
notification is one of the most helpful features. The spell checker in a word processing
application can both provide advice and correct errors, and can do so while one types
(automatically) or after one is finished and the function is accessed to check the final document
(on demand). Two other word processing features make suggestions to users about changing
what they have done. The grammar checker, often accessed on demand, not only corrects
obvious grammatical errors, but also makes suggestions for sentence revision, which may be
ignored by writers who feel that they have expressed themselves exactly as they intended. Most
users access the help function in their word processing program when they want advice on how
to do something. However, as most people who use word processing programs attest, the
automatic appearance of the help wizard (an example of automated decision support alerts) may
lead the user to turn the automatic help function off immediately, if they have not already
disabled it in advance. These reactions to nonclinical decision support have their parallels with
CDS as well.

Achieving the five rights for CDS presents challenges, and the challenges differ depending
on how closely the CDS is tied to what the clinician already intends to do. Clinicians may
initially want certain reminders or, after performance assessments, agree that they need other

7


http:needed).18
http:information.26

reminders, but in either situation they are choosing to receive the reminders. The key issue in
reminding the user about things they choose to be reminded about is the timing of the reminder.
For instance, should reminders for preventive care be given to the physician in advance of the
patient visit (e.g., the day before), or should the reminders appear during the patient’s visit?

Key issues for consultation that the user seeks out (on-demand CDS) are speed and ease of
access. Users may recognize the need for information, but may be willing to access it only if
they can do so efficiently. If access is too difficult or time-consuming, potential users may
choose not to use the CDS.

The major issue involved in correcting errors or making suggestions that users change what
they had planned is balancing clinicians’ desire for autonomy with other demands, from or on
clinicians, such as improving patient safety or decreasing practice costs. Another question related
to autonomy is how much control users have over how they respond to the CDS. This aspect
of control relates to whether users are required to accept the CDS suggestion, whether they can
easily ignore it, or whether it takes significant effort to override the advice. Table 2 below
provides a summary of these points.

Table 2: CDS Intent and Key Issues

CDS Intent Match to User’s Key Issues
Intention

Reminder of actions user intends to do, but High Timing

should not have to remember (automatic)

Provide information when user is unsure High Speed and ease of access

what to do (on demand)

Correct user’s errors and/or recommend user | Low Automatic: timing, autonomy

change plans (automatic or on demand) and user control over
response
On demand: speed, ease of
access, autonomy and user
control over response

While some of these issues have been addressed by research, there are no universally
accepted guidelines regarding them, in part because clinicians often differ in their preferences. In
addition, there are varying clinical approaches that are justified, which makes designing effective
CDS a challenge. How these issues are addressed will influence the ultimate impact and
effectiveness of CDS.

Impact and Effectiveness of CDS

This section focuses on evaluations of the impact of CDS on health care quality, using
Donabedian’s classic definition of quality comprising structure, process, and outcomes of health
care.?” Donabedian advocated that organizational outcomes such as cost and efficiency, as well
as individual patient health outcomes, be evaluated. Donabedian’s model is expanded by
Carayon and her colleagues’ formulation of structure, which includes people, organization,
technologies, tasks, and environment.?® This expanded definition of structure is used here so that
CDS impact on cost and efficiency are addressed and included as part of impact on structure. As


http:environment.28

outlined below, evaluation of impact includes care process and patient health outcomes.
Structural outcomes are also addressed below.

Most published evaluations of the impact of CDS on health care quality have been conducted
in inpatient rather than ambulatory settings, and most have been in large academic medical
centers, often using “homegrown” systems, where there is a culture that is accustomed to their
use and adequate resources (including expertise, time, infrastructure) to build and maintain
them.?*#*3* Although many commercial EMRs have CDS capabilities, there has been little
systematic research on the outcomes or even on the implementation strategies of commercial
CDS in community settings.***’ These omissions, and the narrow focus responsible for them, are
particularly problematic since most hospitals will deploy commercial systems in the future, and
their culture and resources are likely to differ from those of large academic medical centers. In
addition, the impact of CDS in ambulatory settings needs more attention. Some of the projects
within the AHRQ Ambulatory Safety and Quality Program are beginning to address this need.*

The research on CDS has other noteworthy limitations. First, although a number of CDS
studies have been published, comparatively few are randomized controlled trials (RCT). Second,
most research has examined the effects of CDS on the process of care (rather than the outcomes
or structure) and has focused primarily on clinician decisionmaking. Third, the diagnostic
programs have had limited use in practice settings. Finally, the results of the research to date are
mixed in terms of the effectiveness of CDS for particular conditions or particular types of CDS.
These limitations point to gaps in the literature. Although RCTs are considered the gold standard
for research studies, qualitative studies may be better able to determine why a CDS intervention
succeeds or fails.*

The following section reviews the results of RCT studies and other studies of CDS. Because
most of the studies deal with process and patient health outcomes, these aspects are discussed
first, followed by a discussion of structure.

Impact on Care Process and Patient Health Outcomes

In 2001, Trowbridge and Weingarten summarized the results of several systematic reviews or
meta-analyses of CDS RCTs.**24%4L Since that paper, several new reviews and additional RCT
studies have shown similar results.?233034354243 The meta-analyses of studies of alerts and
reminders for decision support have been fairly consistent in showing that they can alter clinician
decisionmaking and actions, reduce medication errors, and promote preventive screening and use
of evidence-based recommendations for medication prescriptions. The data on how those
decisions affect patient outcomes are more limited, although a number of studies have shown
positive effects.*****? Overall, the results indicate the potential of CDS to improve the quality of
care.

Although the studies showing the ability of CDS to prevent medication errors (incorrect
decisions) have been consistently positive, the results of research studies on the ability of CDS to
avert adverse drug events (harm to the patient) have tended to be mixed. Few of the studies
examining the impact on health outcomes were RCTs, many studies were poorly designed, and
not all studies showed statistically significant effects.®**>? In terms of other outcomes, in one
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recent randomized controlled trial of the impact of CDS on use of deep vein thrombosis (DVT)
prophylaxis, mortality was improved with CDS*; however, well-designed studies of diabetes
outcomes do not consistently show positive effects.***° CDS studies that focus on providing
diagnostic decision support have also shown mixed results, and fewer of these systems have been
evaluated in practice settings.'”?**"° However, studies comparing CDS diagnostic suggestions
with expert clinicians’ analyses of challenging clinical cases have shown that the diagnostic CDS
can remind even expert physicians of potentially important diagnoses they did not initially
consider, 82

Some of the mixed results have resulted from methodological issues such as ceiling effects
(performance was already very good prior to implementing CDS) or low statistical power to
detect statistically significant effects for infrequently occurring events, such as adverse drug
events.>*** In addition, there are often intervening factors between the clinician decision that is
influenced by CDS and the outcome for the patient. For instance, physicians may prescribe a
medication suggested by the CDS, but patients may fail to take it. But even when looking at
physician actions alone, many studies have shown that even when CDS recommendations are
accurate and delivered in a timely manner, physicians have frequently ignored or overridden
them.

This issue of ignoring the advice of the CDS has been shown for a variety of types of CDS
including those that provide diagnostic suggestions,®° evidence-based treatment
recommendations,**="*® or alerts for potentially dangerous drug interactions.®”***® The problem
of overriding drug interaction alerts, in particular, has been shown in inpatient, long-term care,
and outpatient settings.3**">*°9% Until there is a better understanding of why clinicians either do
not access, or choose to ignore, the CDS recommendations, assessing the effect of CDS on
quality will be very difficult. Because clinician decisionmaking influences care processes, it is
important to examine the literature on why clinicians fail to utilize CDS suggestions.

Match of CDS to user intentions. In discussing the types of CDS, a distinction was made
between (1) systems that remind clinicians of things they intend to do, such as order sets that the
physician has customized to his or her preferences, and (2) systems that provide suggestions to
make clinicians reconsider what they intend to do. These latter suggestions may involve
additional diagnoses to consider, a change in medications from what the physician initially
prescribed, or reminders for tests that the physician did not initially intend to order. Most studies
of CDS have focused on the types that suggest that clinicians change their actions (e.g.,
medication alerts), rather than the types that remind clinicians of their intentions (e.g., order
sets). Studies of factors that make CDS effective have shown that it is more difficult to get users
to change their plans than to remind them of what they already intend to do.>”*° On-demand
CDS systems appear less likely to be overridden than automatic alerts, but are viewed less
frequently than those that are automatically displayed.’®®

The Institute of Medicine has emphasized that, to improve safety, health IT systems should
be designed to make it “easy to do the right thing.”* In a similar vein, Thaler and Sunstein in
their book, Nudge, have focused on how “defaults” are set and advocated, making the default
option (the option that does not require active choice on the part of the user) what is in the user’s
best interest.®* This is particularly challenging in terms of CDS design. Because alerts are often
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presented automatically during the ordering process and usually indicate problems of varying
severity, attempts to improve attention to them have focused on a variety of ways to present such
alerts. The options include allowing the user to choose to view the information (on demand)
rather than presenting it automatically; presenting alerts so they are not interruptive; or turning
off or not requiring a response for the less serious alerts. When users seek out CDS information
they are less likely to override it than when it is automatically presented to them; however, they
choose to access the information very infrequently,>®® reducing the overall impact.® Attempts
to make the alerts less interruptive by displaying the information (rather than calling attention to
it or requiring an action) have found that such passive display does not attract the attention of the
clinician and, in general, does not change behavior.®2

User control, disruptiveness, and risk. Some have suggested turning off alerts that are
frequently overridden, perhaps assuming that alerts that are ignored must be inaccurate or not
needed. However, there is often lack of agreement about which alerts can be turned off without
compromising safety.®’ One approach that has been demonstrated to improve positive responses
to alerts is what has been termed “tiered alerts.”*®%*7° |n this approach the impacts of ignoring
the alerts are rated for severity, with the display and users’ choices of action varying depending
on the severity. For instance, alerts indicating a potentially life-threatening problem are presented
automatically and may not allow overrides at all; those with less severe impact may be presented,
but allow overrides with an explanation or rationale for the user’s decision; and those alerts with
the least severe consequences if ignored may be presented passively.

Generally the alerts that are most frequently overridden—the majority of the alerts—are
those that have a less severe impact when ignored. Most alerts fall into the less severe category
because the current state of the art in CDS systems is such that the alerts are often very general,
but in reality may be needed only by specific patient populations (e.g., elderly), by specific
clinicians (e.g., less experienced), or in certain circumstances (e.g., first-time prescriptions).
Another effective approach has been to design standing orders for the nurse as part of the
discharge process for interventions that are not time-sensitive, rather than alerting the physician
while he or she is focused on more immediate orders.”* These examples illustrate three of the
five rights: recipient, timing, and format.'®

Integration of CDS into work processes. Research has shown that CDS that fits into the
workflow is more likely to be used. However, integrating CDS into the workflow often requires
unique customization to local processes, and sometimes to changes in processes (when previous
clinical processes were found to be inefficient or ineffective). CDS also needs to be minimally
disruptive to the clinician’s “cognitive workflow” and this, too, can be a challenge. For instance,
accessing the data needed for the CDS can be disruptive if the clinical systems are not well
integrated or if the necessary data are not in a form that the CDS can use. If the lack of data leads
to inappropriate alerts, these alerts may be overridden. In addition, to the extent that using CDS
or following its advice is disruptive to the clinician’s work or thought processes, the CDS is
likely to be ignored.

It is clearly a challenge to implement CDS effectively in a way that ensures that alerts are

raised whenever needed but without inducing “alert fatigue.” A number of studies have identified
the problem of overriding alerts and reminders, but further research is needed on methods to
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increase the specificity of the alerts and the effects of more specific alerts on physician overrides
and patient outcomes. In addition, continuing research is needed on the design and impact of
other types of CDS that may be less disruptive than alerts, such as order sets, other
documentation tools, and infobuttons, which are CDS features that present context-sensitive
information during the care process that the user can choose on demand.?®’#”® These have been
viewed positively by physicians and have shown promise in changing physician decisions.”

Impact on Structure

The broader definition of structure used here includes people, organization, technologies,
tasks, and environment.?® Few studies have examined the structural impact of CDS. Berlin and
Sim conducted a systematic review of CDS and found that when CDS is implemented, there is
almost invariably an increase in the number of staff needed to deal with the CDS.?* Berlin and
Sim pointed to the need for personnel to directly handle the implementation of CDS. In addition
to the personnel needed for implementation, personnel are also needed to maintain the CDS
knowledge base. Partners HealthCare, for example, has established an entire organizational unit
devoted to updating of the knowledge needed for CDS.”

The main focus of studies that looked at outcomes other than health care quality has been the
effect of CDS on health care costs, with an emphasis on lowering costs by reducing adverse drug
events (ADEs). Because ADEs have been shown to increase costs and because CDS can detect
and potentially prevent ADEs it is assumed that CDS can reduce health care costs by helping to
reduce ADEs.” There is some literature to show that CDS can reduce costs, although many of
these analyses have used cost data related to known costs of ADEs (e.g., costs of increased
length of stay, treatments, etc., that occur if a patient has an ADE), the costs of inappropriate
prescriptions, or the costs of failing to prescribe antibiotics prior to surgery (e.g., costs similar to
those used to determine ADE costs if a patient acquires an infection). These studies have then
used their own data or the literature on the demonstrated effects of CDS to determine the extent
of reduction of these adverse events (i.e., ADEs or infections). From these data they estimated
the cost savings.'>*®° Most studies have either used modeling techniques based on the literature
or have examined costs prior to and after implementation of CDS, rather than a direct assessment
of actual cost savings that can clearly be attributed to the use of CDS.

Because many of these studies have been conducted at large academic medical centers where
the CDS capabilities have been developed over many years and usually with grant support, it is
difficult to determine the costs of developing the CDS., There have, however, been some
attempts to estimate these figures.” A recent study by Field and colleagues estimated the
development and initial implementation costs for a CDS targeted to medication prescribing for
adults with renal insufficiency. They calculated the costs based on the time spent by different
professionals involved in the development (including clinicians, programmers, informatics
personnel, and project management personnel).®* They concluded that approximately half the
cost of development was related to clinician review of the content. While some of the clinician
time spent on development could be decreased by using existing databases for content,
substantial time would still be needed for clinician review and adaptation to local conditions.
Another study utilized an RCT to examine the effects of a diagnostic and therapeutic decision
support system. The study found that the system increased costs, and that, although the
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physicians found it valuable for suggesting alternatives in diagnosis or treatment, they also found
it time-consuming.> For the most part, studies of the impact of implementing CDS on clinician
time have been mixed, and the impact may depend on how well the system is designed, which
clinician is expected to use the CDS (e.g., nurse or physician), and how well it is integrated into
clinician workflow.'#%

It is important to recognize that the development, implementation, and maintenance of CDS
will have an impact on the structure or work system in which it will be used. The changes that
the CDS will introduce need to be incorporated in the planning so that the impact on clinician
time is not excessive. The research findings emphasize the diverse aspects that must be
considered in CDS design, implementation, maintenance, and evaluation.

Design and Implementation of CDS

Planning for any new health IT system includes a number of key steps, such as identifying
the needs and functional requirements (e.g., what the system is expected to do), deciding whether
to purchase a commercial system or build the system, designing or configuring the system for
use in the local environment, planning the implementation process, and determining how to
evaluate how well the system has addressed the identified needs. In the case of CDS, the design
and implementation issues are often interrelated.

There is a growing literature of best practices for CDS design and
implementation.'®9°38.7783 1 addition to expert opinion, the literature also provides data on
characteristics of successful CDS deployment. Kawamoto, et al. did a systematic review of the
research literature and identified design characteristics that are associated with successful
deployment of CDS.*® Their review showed that:

1. Computer-based decision support is more effective than manual processes for decision
support.

2. CDS interventions that are presented automatically and fit into the workflow of the
clinicians are more likely to be used.

3. CDS that recommends actions for the user to take are more effective than CDS that
simply provides assessments.

4. CDS interventions that provide information at the time and place of decisionmaing are
more likely to have an impact.

A recent RCT explicitly used these guidelines to design a CDS for dyslipidemia. The authors
compared automatic and on-demand CDS with a control group that did not have CDS. They
found a significant effect compared to controls for both types of CDS, but automatic CDS was
more effective than on demand for prompting both screening and appropriate treatment for
dyslipidemia.®® However, one caveat about these research-based design guidelines is that most of
the literature on CDS implementation on which the guidelines are based comes from single-
institution studies, prompting calls for more large-scale, multisite studies to validate these design
and implementation recommendations.®
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As CDS and other health IT applications are used more frequently, reports have surfaced of
their potential for harm.®®’ Several authors have identified unexpected negative consequences
related to the use of health IT, and Weiner, et al. coined the term “e-iatrogenesis” to describe
unintended harm.®° Although some intrinsic design flaws may lead to problems, most analyses
of the studies of reported harm found that the problems were mainly the result of system
implementation issues, rather than inaccurate recommendations or intrinsic system flaws.
fact, The Joint Commission, in response to reports about harm to patients from information
technology, issued a sentinel event alert that emphasizes proper implementation practices. These
recommended practices include resolving workflow and process problems prior to
implementation, involving users, training users well, monitoring the system to ensure that it is
performing as expected, and addressing the errors that arise and correcting them if possible.”

91,92 In

As described above, the research data demonstrate that CDS systems have great potential to
improve the quality of care, but attention must be paid to implementation processes, not only for
the quality improvement to be realized, but also to avoid negative effects of CDS.

Workflow Integration

The issue of workflow is one of the key issues both system designers and those implementing
CDS must take into account. Workflow includes the structure or work system features and
processes that support care.”® While it may seem obvious that CDS that fits into the clinical
workflow will be used more than CDS that does not, changes in the workflow may be needed to
optimize care, either prior to the adoption of CDS or during the adaptation to CDS. Assessment
of the workflow and how CDS will fit in should be done as one of the first steps in the
development process, usually in the needs assessment phase where the CDS requirements are
identified. If the needs assessment discovers processes that need redesign they should be fixed
prior to implementing a CDS system, although in some cases the CDS may be part of the process
redesign. In other words, congruence between clinicians’ workflow and CDS timing, structure,
and design makes the CDS more likely to be accepted and effective, but to achieve that
congruence, both the workflow and the CDS implementation may need to change.* That is why
it is so important to engage the clinicians in the entire process of CDS design and
implementation. As Osheroff said, “Do CDS with users not to them.”*® Guidelines for analysis
and redesign of workflow are being addressed in another white paper in this series,* but we will
briefly address some workflow issues here.

First of all, the workflow changes should be driven primarily by needs for process
improvement, not solely by the specific CDS, since the CDS itself may not be optimally
designed.*® Once the workflow is analyzed and a need for process improvement has been
determined, it will be possible to make decisions on how to improve processes and how CDS can
support improvement. Second, there may not be a single workflow pattern, as individual
clinicians have often developed their own particular work styles. This is complicated by the fact
that a clinician representative to the IT team may be speaking only for his/her own preferences,
not representing a group of clinicians. As this suggests, in analyzing the workflow of a
department or office, it is important to be aware of the variability among clinicians. Third, to the
extent feasible, it is important to take the time to configure the system to meet users’ needs, as
this will ultimately improve efficiency, ease of use, and usefulness.
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CDS designers and implementers should also be aware of the issues they will face as they
plan for implementation. In addition to the considerations discussed above there are other
specific challenges that must be addressed.

Data Entry and Output

Most of the CDS systems related to drug interaction alerts and reminders are integrated into
an EMR and draw their patient information from that record. They often provide the alert or
reminder in the context of computerized provider order entry (CPOE) systems. However, there
are also some CDS systems that are independent of the EMR, and it may be challenging to work
with two different systems. This has been especially true of some diagnostic systems and other
Web-based or handheld-computer-based CDS tools. In these cases, if the facility uses a paper
chart (rather than an electronic record), or if the CDS cannot be integrated into the EMR, the user
may have to enter patient information twice—once into the clinical record and again into the
CDS. This is a workflow issue that can lead to failure to use the CDS routinely.

Another related issue is who enters the data and who receives the CDS advice. If the
physician writes a paper prescription and a nonphysician enters it into to the “system,” how
would a CDS recommendation to change medicines be handled? If a CDS notification (such as
dropping hematocrit values over time) occurs when the clinician is no longer interacting with the
electronic system, how will timely response be ensured? A variety of approaches to address
feedback and use issues have been developed (e.g., email alerts to the physician’s pager), but,
like user preferences for when to be alerted, these must be addressed as part of the needs
assessment, design, and planning process and evaluated once the system has been implemented.

Standards and Transferability

In addition to the issue of technical integration with existing systems, users need to recognize
that even EMRs with CDS capability may not be ready to use without additional work. For
example, even if sets of reminders are built into the system, at the very least decisions need to be
made as to which ones will be implemented. Miller and colleagues have emphasized that
effective CDS implementation usually requires some degree of local customization, which may
mean configuring a commercial CDS for local needs or, in some cases, paying for special
features that are needed at the local site.” In addition, although efforts are ongoing to develop
standards for information exchange, data quality, and desired functionalities of CDS,”" 1%
because at present there are no national standards for the specific evidence-based guidelines or
rules that should be built into CDS, users will have to select the rules and alerts that are most
applicable to their site. Field, et al. estimated that approximately half the costs to develop the
CDS involved clinician time in selection and design of content.®" Although some time can be
saved if commercial knowledge bases or modules from other sites are used, there are often
vocabulary differences among sites, as well as different standards for normal laboratory values,
medication formularies, or norms for processes of care at different sites and within different
CDS. As an example, in analyzing the underlying logic of four diagnostic decision support
systems it was found that each system was based on a different norm for labeling a heart rate as
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“tachycardia” (abnormally rapid heart rate). In part this reflected the norms at the sites where the
CDS systems were developed. One CDS considered a heart rate above 95 as abnormal, while
another considered 120 as the cutoff of normal.>* What this means is that even when purchasing
an EMR that has the capability for clinical decision support, sites must realize that they will still
have to invest a considerable amount of time in understanding the logic of the CDS and, in some
cases, will have to adapt the CDS to their unique needs.

Knowledge Maintenance

Two aspects of knowledge maintenance can be especially challenging. The first is
maintaining the accuracy of the patient record. Studies that found high rates of alert overrides
have shown that the medical records were often out-of-date (when for instance, a patient’s
allergy information changed or medications were discontinued, but the changes were not updated
in the medical record).>**** If the information the CDS is using to trigger the alert is inaccurate,
the alerts will not be accurate and overriding them may make sense. Frequent inaccurate alerts
can lead the clinicians to ignore all of the CDS advice. The problem of knowledge maintenance
is important for all types of CDS, not just the alerts and reminders. For this reason, it is important
to monitor the accuracy of the patient’s record and to address problems encountered.

Another issue in knowledge maintenance is related to the knowledge embedded within the
CDS. Medical knowledge is expanding, new drugs and diagnoses are continually being
discovered, and evidence-based guidelines change as new evidence is accumulated. One solution
to this challenge is to utilize commercial knowledge bases that provide frequent updates. In
deciding to purchase these commercial systems, users should investigate the source of the
knowledge and the frequency of updates.’®%® Another solution is to develop an in-house
knowledge management process, as Partners HealthCare has done. Such a system may be needed
even if commercial knowledge bases are purchased, but may require significant resources at the
local site, which may be beyond the means of small physician practices.

AHRQ has funded two CDS projects that are approaching knowledge maintenance
differently and illustrate some of the tradeoffs in the different approaches.® The GLIDES
project has built CDS for management of pediatric asthma and obesity into two commercial
EMRs and is implementing it in multiple sites across the country. Because the commercial
systems are being customized in this manner, there is greater assurance that the CDS will be well
integrated with each system. However, when the guidelines underlying the CDS change there is a
need to rewrite the computer code and update multiple systems, an expensive and time
consuming undertaking.

An alternative approach has been taken by the other project, the Clinical Decision Support
Consortium (CDSC).'* The CDSC is developing a Web-based repository of CDS knowledge in
relation to hypertension and diabetes guidelines. The aim is to use what is known as service-
oriented architecture (SOA) and to have a variety of types of materials, including guidelines that
can be adapted to a local site, all the way to “plug and play” CDS, depending on the needs of a
particular site.® What SOA allows is for the central site to maintain the knowledge but for local
sites to develop systems that, in the background, can access it when needed. Ideally users should
not be able to tell that they are getting information any differently than they would get
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information residing on their own computers. While this approach makes updating easier since it
is done centrally, it is also likely to require expertise at the local level to integrate the CDS. In
addition, obtaining consensus as to what should be included in a centralized system can be a
challenge. Given the expense of knowledge management, and to some extent duplication of
effort when one looks at the aggregate effort across health care facilities, it has been advocated
that some sort of national repository of knowledge that can be incorporated into a variety of CDS
be developed.'*®*%’

Clinician Motivation To Use CDS

For CDS to be effective, clinicians must be motivated to use these systems, and many
features of the health care environment may decrease, rather than increase, this motivation. Even
when efforts are made to engage clinicians and integrate CDS into clinician workflow, the use of
CDS may still be resisted by clinicians, especially if use of CDS exacerbates the increasingly
time-pressured patient care process, which may occur.

One of the challenges for CDS implementation that is also faced by the patient safety and
quality improvement movements is that the culture of medicine has always emphasized
individual physician autonomy. System changes are not always well-received if physicians are
concerned about maintaining that autonomy, as surveys of clinicians’ views about CDS have
shown.*®% |n addition to worries about autonomy, physicians have been concerned about
overreliance on an outside device, and the legal and ethical ramifications of listening to, or
overriding, the CDS.

These concerns have some basis. For example, use of CDS is not currently part of the
standard of care and, although the CDS systems can frequently provide useful advice, the advice
is not foolproof. It should be recognized that these concerns are not new, nor are they confined to
CDS. Crenner’s discussion of the history of the use of the blood pressure cuff shows that in the
early part of the last century physicians were uneasy about relying on the cuff to determine a
patient’s blood pressure, instead of using their palpation skills, as was the practice at the time.
Over time, physicians became more comfortable with using the cuff, as long as a skilled
physician was using it and interpreting its output.'® Today, not only are nonphysicians usually
the people in the health care setting who take the patient’s blood pressure, but automated devices
even allow patients to do it themselves at home. This example illustrates how new devices or
systems that appear to challenge what clinicians perceive as their unique skills are likely to be
resisted. Because CDS is still fairly new, many clinicians today have misconceptions about how
CDS systems work and may not be interested in using it. However, over time, as CDS is used
more, and the legal situation in regard to liability for its use or nonuse becomes clearer,
clinicians’ resistance to CDS will lessen.’®® However, until the use of CDS is as routine as the
use of the blood pressure cuff, it is important to be sensitive to resistance to using these systems.

Evaluation

Any evaluation of CDS should assess how the systems are used in practice and their impact
on users. Systems that are “less than perfect” may positively impact users’ decisions, and others
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that perform well outside the clinical setting may not be used in such settings, or may be
overridden when implemented in a clinical environment. Also, as Carayon, et al. and Osheroff, et
al. have emphasized, evaluations of CDS should assess the entire work situation and all
stakeholders, rather than focus solely on system performance.'®?® Osheroff and colleagues use
the acronym METRIC which stands for Measure Everything That Really Impacts Customers.
The customers in CDS are in fact a diverse group of stakeholders which can include clinicians,
patients, and the care delivery organization.'®

There are a number of challenges in evaluating the impact of CDS. One of the reasons there
are so few RCTs on the use of CDS is because an RCT is expensive and time consuming to
conduct and cannot usually be undertaken without external funds. Part of the expense lies in
having enough use of the system to have the power to detect an effect, especially for outcomes
such as adverse drug events, which may be comparatively infrequent, hard to detect, and difficult
to assess in terms of preventability. There are also very few evaluation studies outside academic
medical centers. The non-RCT studies have tended to support the general results of the more
rigorous trials—that CDS can be helpful to clinicians and can improve patient safety. However,
for a variety of reasons, CDS is not always utilized, or is not implemented effectively, and hence
the potentially positive impact on the quality of care is not always realized.

There is clearly a need for more rigorous studies of CDS, although designs other than RCTs
may be appropriate. There is also a need to conduct CDS implementation studies outside of
academic medical centers’ homegrown systems. The recent study by Isaac and colleagues was
one of the first to study CDS alert overrides within an electronic prescribing system in multiple
community settings.>” AHRQ has also funded the implementation of an academic medical
center’s CDS within a commercial EMR, as well as the implementation of CDS in community
settings nationwide.'%*

As stated throughout this paper, for CDS to achieve its purpose of improving quality, it must
be properly designed, carefully implemented, and used when appropriate. In addition to
randomized controlled studies of CDS’ impact on quality, Friedman recommends the use of what
he terms “smallball evaluation,” which are systematic evaluations of processes of
implementation, user satisfaction, and other factors that may affect the outcome of the
intervention.™* Similarly, Kaplan argues that there is need for qualitative evaluations that
examine the user-CDS interaction and its impact on the clinician, the workflow, and other
organizational processes and outcomes.*® Given the challenge of designing systems so that they
will be optimally used, these types of studies are sorely needed.

Factors in the Current U.S. Health Care Environment
Facilitating Broader Utilization of CDS

There are a number of factors that can facilitate adoption and more extensive use of CDS.
These include (1) Federal or other payer initiatives that provide incentives for CDS deployment
and (2) technological developments, including more widespread use of EMRs with CDS
capabilities, increased capabilities of systems, development of technologies for health care
providers to share information across entities, and cheaper, faster or more flexible technology. In
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both of these areas in recent years, there has been movement to facilitate the adoption and use of
CDS.

Payer Initiatives To Increase Incentives for Use of CDS

Insurers increasingly recognize that the current payment models do not facilitate use of CDS,
but rather discourage it, by paying more for procedures than cognition and failing to tie provider
payments to the quality of care provided. Recently passed legislation related to pay for
performance and e-prescribing (electronic prescribing systems that usually include CDS related
to drug interactions) shift payment incentives to make use of CDS more attractive.”> EMRs with
alerts, reminders, and standardized order sets that support pay for performance quality metrics
can improve adherence to these requirements. Although health care providers who already have
CDS capabilities will benefit from these new incentives, the monetary compensation may not be
sufficient to motivate large-scale EMR and CDS adoption.

In addition to efforts to provide incentives for use of CDS, the members of the Leapfrog
Group, an organization of Fortune 500 companies whose goal is to foster “leaps” in patient
safety by incentivizing practices to improve safety, has proposed differential payment incentives
for hospitals that have CPOE. With AHRQ support, Leapfrog has developed an evaluation tool
to ensure that CDS within CPOE implementations are functioning properly.*® The momentum is
picking up at the Federal level to provide incentives that promote the use of health IT (such as
incentives in the new economic stimulus legislation).* Also, as recommended in a recent report
from the National Research Council, health care facilities should be offered incentives to deploy
health IT that provides “cognitive support for health care providers,” that is, well-designed
CDS that truly support clinicians’ cognitive tasks.

Technological Developments

Even without the incentives described above, there have been increases in the numbers of
EMR vendors and in the purchase of these systems by health care providers.”® In addition, there
have been funding and policy initiatives that are likely to lead to both improved systems and
standardization across systems. These changes will lead to more “interoperable” systems that can
communicate with each other. The Commission for Certification of Healthcare Information
Technology (CCHIT) has developed requirements for ambulatory and inpatient systems and is
beginning to develop standards for CDS.* In addition, standards development organizations are
developing technical and functional standards for CDS.%"*® The American Recovery and
Reinvestment Act provides additional mandates related to health IT certification.'** Health care
providers are now more commonly using Internet resources, such as Internet-based knowledge
resources and Internet-based technologies such as service-oriented architecture (SOA), with
promise to facilitate broad dissemination of CDS interventions.’®** The impact of these
initiatives and trends is that the technological infrastructure to support the use of CDS is
improving, and, with increased use, the quality goals toward which CDS systems are aimed will
have a better chance of being met.
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Summary

There is growing recognition that CDS, when well-designed and implemented, holds great
potential to improve health care quality and possibly even increase efficiency and reduce health
care costs For the potential to be realized, CDS should not be viewed as a technology or as a
substitute for the clinician, but as a complex intervention requiring careful consideration of its
goals, how it is delivered, and who receives it. To gain optimal benefit, clinician users need to
understand its benefits and limitations, and the unique challenges of designing and implementing
the different types of CDS. Those responsible for implementation need to recognize that CDS
requires careful integration into the clinical workflow, which will take effort and involvement on
the part of clinician users. The high frequency of failure to attend to the CDS alerts and
recommendations represents a challenge for both researchers and vendors. Researchers need to
address the cognitive, informatics, structural, and workflow issues that lead to less than optimal
CDS design or implementation and, therefore, limited use and effectiveness. Vendors need to use
the insights gained from research and development efforts to design systems that will increase,
rather than decrease, clinician efficiency. Dissemination of careful evaluations of commercial
CDS systems in community settings is also important for presenting the full picture of CDS
design, implementation, and impact.

Fortunately the opportunities in the current environment hold promise for increased use
of CDS. These include growing concerns about quality of care at the national level,” calls for
better cognitive support for clinicians,™ and incentives at the Federal level for meaningful use of
health IT.*** In addition, the new generation of clinicians has trained in academic medical centers
and other environments with advanced IT systems and is likely to be comfortable with
technology, as will many of their patients. All of these factors are likely to lead to a more
receptive environment for use of health IT. At this point in time, the appropriate decision is not
whether to design and implement CDS, but how to design and implement it so that, as the
Institute of Medicine report says, we “make it easy to do the right thing.”
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